
Practical Guide for Online Auction
Companies to Avoid Losing Credit Card
Disputes

Introduction
Credit card chargebacks and payment disputes lead to lost revenue, increased processing fees,
and damage to your business reputation. To minimize these risks, it's essential to understand
what constitutes compelling evidence and implement procedures to collect and preserve this
evidence effectively.

This guide provides practical steps to help you avoid losing credit card disputes in the three
most common scenarios:

● Buyers picking up their own purchases
● Buyers sending someone else to pick up their purchases
● Shipping purchases to buyers

By following these guidelines, you can strengthen your position in disputes and reduce the
likelihood of chargebacks.

Understanding Compelling Evidence
Compelling evidence is the documentation and information that proves a transaction was
legitimate and authorized by the cardholder. Credit card companies require specific types of
evidence to resolve disputes in favor of the merchant, especially in card-not-present
environments.

Key Elements of Compelling Evidence

1. Proof of Delivery or Service Fulfillment
○ Signed receipts or delivery confirmations.
○ Tracking information showing delivery to the cardholder's address.

2. Cardholder Verification
○ Copies of government-issued IDs.
○ Photos or videos of the cardholder receiving the goods.

3. Transaction Documentation



○ Detailed invoices and receipts.
○ Records of the transaction date, amount, and items purchased.

4. Communication Records
○ Emails or messages confirming the order and receipt.
○ Customer service interactions related to the transaction.

Steps to Ensure Compelling Evidence

Scenario 1: Buyer Picks Up Purchases In-Person

1. Verify the Buyer's Identity

● Require Government-Issued ID: Ask the buyer to present a valid photo ID (e.g.,
driver's license, passport).

● Make a Copy or Take a Photo: With the buyer's consent, make a photocopy or take a
clear photo of the ID for your records.

● Match Names: Ensure the name on the ID matches the name on the credit card used
for the purchase.

2. Obtain a Signature Confirmation

● Pickup Confirmation Form: Have the buyer sign a form stating they have received the
items in good condition. If you’re using the Auctioneer Toolbox mobile application, you
can have them sign in the app.

● Include Transaction Details: The form should include the date, time, item descriptions,
and any serial numbers.

● Retain Copies: Keep a copy of the signed form for your records.

3. Capture Photographic Evidence

● Photo with the Item: With permission, take a photo of the buyer holding or standing
next to the purchased item. Consider using a video camera to record the entire removal
process.

● Date and Timestamp: Ensure the photo and/or video includes metadata with the date
and time.

4. Document the Transaction

● Record Keeping: Store all collected evidence securely, linked to the specific
transaction.

● Digital Backups: Maintain electronic copies of all documents and images.



Scenario 2: Buyer Sends a Representative for Pickup

1. Obtain Written Authorization from the Buyer

● Authorization Letter: Require a signed letter or email from the buyer authorizing the
representative to pick up the item. There is an option in your software to give buyers an
online pickup authorization form for this purpose.

● Details to Include:
○ Buyer's full name and contact information.
○ Representative's full name and relationship to the buyer.
○ Description of the item(s) being picked up.
○ Date and location of pickup.

2. Verify the Representative's Identity

● Government-Issued ID: Ask the representative to present a valid photo ID.
● Make a Copy or Take a Photo: With consent, document the ID for your records.

3. Obtain Signature Confirmation

● Pickup Confirmation Form: Have the representative sign a form acknowledging receipt
of the item(s) on behalf of the buyer.

● Include Authorization Proof: Attach the buyer's authorization to the confirmation form.

4. Maintain Communication Records

● Emails and Messages: Save all correspondence with the buyer regarding the
third-party pickup.

● Documentation: Keep records organized and accessible for future reference.

Scenario 3: Shipping Purchases to Buyers

1. Verify the Shipping Address

● Address Verification: Login to your credit card gateway to ensure the shipping address
matches the billing address on the credit card.

● Discrepancies: If addresses do not match, contact the buyer for verification or consider
declining the request to ship.

2. Use Reliable Shipping Services

● Signature Required Delivery: Choose shipping options that require a signature upon
delivery.



● Delivery Confirmation: Obtain proof of delivery showing the date, time, and recipient's
signature.

3. Insure Valuable Items

● Shipping Insurance: Insure items of significant value to protect against loss or damage.
● Keep Insurance Records: Retain documentation of the insurance coverage and any

claims filed.

4. Maintain Detailed Shipping Records

● Tracking Information: Keep records of tracking numbers and delivery statuses.
● Delivery Address Confirmation: Ensure the address on the shipping label matches the

verified address.

General Best Practices

Provide Clear Terms and Conditions

● Visibility: Display your sales terms, refund policies, and dispute resolution procedures
prominently on your website.

● Acknowledgment: Bidders are required to accept these terms before participating in an
auction.

Keep Communication Logs

● Email Correspondence: Save all emails related to the transaction.
● Customer Service Interactions: Document phone calls or chats, noting dates and key

discussion points.

Monitor for Suspicious Activity

● Unusual Orders: Be cautious with high-value orders from new customers or requests
for expedited shipping to unfamiliar addresses.

● Multiple Transactions: Watch for multiple orders placed in a short time frame using the
same credit card.

Train Your Staff

● Procedures and Policies: Ensure employees understand the importance of collecting
compelling evidence.

● Fraud Awareness: Educate staff on common fraud indicators and how to respond.



Handling Chargebacks and Disputes

Understanding Chargeback Reports and Dispute Reason Codes

Chargeback reports are detailed documents provided by credit card companies that outline the
specifics of a chargeback dispute. They include important information such as the dispute
reason code, transaction details, and any additional messages from the card issuer.

Dispute Reason Codes

Each credit card network (Visa, MasterCard, American Express, Discover) uses specific codes
to categorize the reason for a chargeback. These codes help merchants understand why a
chargeback was initiated and what evidence is needed to dispute it.

Common Reason Code Categories

1. Fraudulent Transactions (e.g., Visa Reason Code 10.4 - Other Fraud – Card-Absent
Environment)

○ Meaning: The cardholder claims they did not authorize or participate in the
transaction.

○ Response: Provide compelling evidence proving the cardholder authorized the
transaction or received the goods/services.

2. Goods or Services Not Received (e.g., Visa Reason Code 13.1)
○ Meaning: The cardholder claims they did not receive the goods or services

purchased.
○ Response: Provide proof of delivery or service fulfillment, such as signed

delivery receipts or tracking information.
3. Defective or Not as Described (e.g., Visa Reason Code 13.3)

○ Meaning: The cardholder claims the goods were defective or not as described.
○ Response: Provide evidence that the goods matched the description, including

product listings and communication with the buyer.

How to Interpret Reason Codes

● Review the Code Definition: Understand the specific reason for the dispute.
● Identify Required Evidence: Each code has recommended documentation to refute the

claim.
● Tailor Your Response: Address the specific concerns outlined by the reason code.

Responding to Chargeback Reports

1. Gather Relevant Documentation



○ Collect all transaction records, communications, and evidence related to the
dispute.

2. Draft a Clear Response
○ Provide a concise summary addressing the reason code.
○ Include supporting evidence in an organized manner.

3. Follow Submission Guidelines
○ Adhere to the format and deadlines specified by the credit card company.
○ Use their dispute resolution portal if available.

Understanding 3D Secure Messages in Chargeback Reports

You may encounter messages in chargeback reports similar to:

"Our records indicate that Visa 3D Secure was not utilized to authenticate this transaction. To
challenge this dispute, provide copies of all transaction documentation available to assist the
cardholder in recognizing this transaction or provide proof that a valid 3D Secure response was
received."

What This Means

● 3D Secure Not Used: The credit card company notes that the 3D Secure authentication
protocol was not employed during the transaction.

● Standard Communication: Credit card companies include this message as part of their
chargeback process.

● Request for Documentation: They are asking for additional evidence to verify the
legitimacy of the transaction.

Understanding 3D Secure

● What is 3D Secure?
○ An authentication protocol designed to reduce fraud by adding an extra

verification step during online payments.
○ Examples include Visa Secure (formerly Verified by Visa), MasterCard

SecureCode, and American Express SafeKey.
● Adoption in the United States

○ Not Widely Adopted: Unlike in Europe, where Strong Customer Authentication
(SCA) regulations require 3D Secure, it is not mandatory in the U.S.

○ Not Available: At the time of writing, 3D Secure is not supported by any of the
payment gateway integrations with AuctionMethod software.

How to Respond

● Don't Be Deterred by 3D Secure Messages. The absence of 3D Secure does not
prevent you from successfully disputing chargebacks. Focus on providing the compelling
evidence outlined in this guide.



● Acknowledge the Message: Recognize that 3D Secure was not utilized for the
transaction.

● Provide Compelling Evidence: Since 3D Secure data is unavailable, focus on
supplying other forms of compelling evidence:

○ Proof of delivery or pickup with recipient confirmation.
○ Verification of the cardholder's identity at the time of transaction.
○ Communication records confirming the purchase details and acceptance.

● Clarify Your Security Measures: Explain any other fraud prevention tools you have in
place.

General Tips for Handling Chargebacks

● Respond Promptly
○ Timely Submission: Credit card companies have strict deadlines for responding

to disputes.
○ Complete Documentation: Provide all relevant evidence in your initial response

to avoid delays.
● Organize Your Evidence

○ Clear Presentation: Arrange documents logically, labeling each piece of
evidence.

○ Summary Letter: Include a cover letter summarizing the transaction and the
supporting evidence.

● Maintain Professional Communication
○ Tone: Use a professional and factual tone in all communications.
○ Avoid Emotion: Do not express frustration or make accusations against the

cardholder.
● Keep Records of All Communications

○ Document every interaction with the cardholder and the credit card company.
○ Retain copies of all correspondence, including emails and letters.

Legal and Privacy Considerations

Compliance with Privacy Laws

● Data Protection: Ensure you comply with laws like GDPR or CCPA when handling
personal information.

● Consent: Obtain clear consent when collecting IDs or taking photos of customers.

Secure Storage

● Data Security: Store personal and transaction data securely to prevent unauthorized
access.



● Access Control: Limit data access to essential personnel only.

Retention Policies

● Data Retention: Establish policies on how long you will retain personal and transaction
data.

● Disposal: Securely dispose of data that is no longer needed.

Addendum: Address Validation & Credit Card
Authentication System

Overview

To further protect your business from credit card fraud and reduce chargebacks, consider
implementing an Address Validation & Credit Card Authentication System. This type of
system enhances security by verifying user-provided information and flagging potential fraud
before it occurs.

What the System Does

1. Address Validation
○ Auto-Complete Addresses: Integrates with Smarty Address-Auto-Complete to

ensure accurate and complete address entry.
○ Verify Against Official Databases: Checks addresses against USPS or other

official records to confirm validity.
○ Identify Suspicious Addresses: Flags addresses associated with vacant

properties, mail forwarding services, or commercial mail-receiving agencies
(CMRAs).

2. Credit Card Authentication
○ Data Matching: Compares the name and address on the credit card with the

user's account information.
○ Status Assignment: Assigns statuses such as Approved, Pending, Denied, or

Expired to credit card profiles based on verification results.
3. Admin Notifications

○ Alerts: Sends email notifications to administrators when suspicious addresses or
mismatched credit card information is detected.

○ Actionable Information: Provides links and details for admins to review and
take appropriate action.

4. User Access Control
○ Bidding Restrictions: Prevents users with unverified or suspicious information

from bidding until issues are resolved.



○ Payment Restrictions: Blocks the use of unapproved credit cards for payments
and deposits.

How It Helps Combat Credit Card Fraud

● Prevents Fraudulent Transactions
○ By verifying addresses and credit card details before allowing transactions, the

system reduces the risk of fraud.
○ Suspicious activities can be identified and halted before any financial loss occurs.

● Strengthens Chargeback Defense
○ Detailed logs and verification steps provide compelling evidence in the event of a

dispute.
○ Demonstrates due diligence in verifying customer information.

● Enhances Operational Efficiency
○ Automates the verification process, reducing manual workload.
○ Streamlines customer onboarding while maintaining high security standards.

● Improves Customer Trust
○ Legitimate customers appreciate robust security measures that protect their

information.
○ Builds confidence in your platform's integrity.

Conclusion
By implementing the practices outlined in this guide and adopting advanced verification
systems, online auction companies can significantly reduce the risk of fraud and improve their
success rate in credit card disputes. Collecting compelling evidence is essential not only for
dispute resolution but also for building a trustworthy marketplace for your customers.

Next Steps
1. Assess Your Current Processes

○ Review your existing procedures for handling transactions, pickups, and
shipping.

○ Identify gaps where additional evidence collection is needed.
2. Train Your Team

○ Educate staff on the importance of verifying identities and maintaining thorough
records.

○ Provide training on new systems and procedures.
3. Implement the Address Validation & Credit Card Authentication System



○ Contact AuctionMethod to see what it’s going to take to integrate the system with
your online auction platform.

○ Test the system thoroughly before full deployment.
4. Monitor and Adjust

○ Regularly review the effectiveness of your procedures.
○ Stay updated on industry best practices and adjust your strategies accordingly.

5. Additional Considerations
○ Requiring in-person verification of new credit card profiles prior to using them for

purchases has proven to significantly reduce credit card fraud
○ Swiped credit card transactions provide greater protection against credit card

fraud than card-not-present environments


